Lembar Kerja Peserta Didik (LKPD)

Troubleshooting Keamanan Jaringan pada Jaringan WAN
Skenario :

Misalkan anda adalah seorang Network System Administrator di
sebuah instansi/perusahaan dan anda ditugaskan untuk melakukan
rancang bangun dan mengelola (konfigurasi) wifi sebagai Internet
Gateway, Hotspot dengan RADIUS, Web Proxy dan Firewall.
Selanjutnya internet tersebut dishare ke client melalui jalur kabel
menggunakan alamat dinamis (DHCP) dan wireless yang juga
menggunakan alamat dinamis (DHCP).

yudipram@cobaProxy

IP : 192.168.200.1/24 P dari DHCP server

N IP ISP : 192.168.14.1 wlan1
DNS:8.83838
. ALTDNS:8.84.4 "
| ‘m

19291;5;:42 ~.. IP:192.168.100.1/2 L-
N ether2 |
.4
\4 | IP : dari DHCP Server

192.168.10.1/24
etherd IP:192.168.10.2
KOMPUTER REMOTE
: UNTUK KONFIGURASI

Ketentuan dalam pengerjaan :
1. Melakukan konfigurasi Wifi Router Mikrotik
a. DNS, menyesuaikan dengan DNS yang diberikan oleh ISP
atau bisa menggunakan DNS google.
b. NTP, disesuaikan.
c. Web Proxy dengan Cache Administrator :
nama_kelompok@negeri1petarukan.sch.id.

2. Melakukan konfigurasi jaringan internet di ROUTER (ether1)
a. IP Address, menyesuaikan dengan alamat network ISP,
dengan cara statis (192.168.14.2) atau dinamis (DHCP
Client).
b. Gateway, menyesuaikan dengan alamat IP yang diberikan
oleh ISP (192.168.14.1).

3. Melakukan konfigurasi jaringan lokal di ROUTER (ether2) :

a. |IPaddress: 192.168.100.1/25 dengan DHCP Client.

b. DHCP Pool sebanyak 99 client.

c. Buat firewall agar IP 192.168.100.2-192.168.100.50 tidak
dapat ping ke router (jalur kabel).

d. Buat firewall agar IP 192.168.100.51-192.168.100.100 tidak
dapat ping ke client wireless.

e. Buatrule agar setiap akses ke router tercatat di logging dan
tersimpan di disk.

4. Melakukan Konfigurasi Jaringan Lokal di ROUTER (ether3) :
a. P address:192.168.10.1/24

5. Konfigurasi Jaringan Wireless di ROUTER (wlan1) :

a. P address: 192.168.200.1/24
SSID : nama_kelompok@cobaPROXY
DHCP Pool sebanyak 99 client.
Membuat 20 account hotspot secara random di RADIUS.
Account hotspot bisa menggunakan internet pada pukul
07.00 - 16.00.
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6. Membuat firewall yang memblokir :
a. Blocking site : https://www.linux.org
b.  Blocking file : .mp3, .mkv

7. Langkah kerja :
a. Menerapkan prosedur kesehatan, keselamatan dan
keamanan kerja yang diperlukan.
b. Melakukan pemasangan kabel UTP.

c. Melakukan pemasangan dan konfigurasi jaringan lokal
(WAN).

d. Melakukan pemasangan dan konfigurasi jaringan lokal LAN
static dan LAN dinamis (DHCP server).

e. Melakukan pemasangan dan konfigurasi jaringan lokal

(WLAN).

Melakukan konfigurasi Firewall pada router.

Melakukan instalasi dan konfigurasi Hotspot-RADIUS.

Melakukan konfigurasi Server/Router (WebProxy).

Melakukan penguijian dari PC Client yang terhubung kabel :

- |P DHCP Client.

- Koneksi internet.

- Blocking ping dari client.

- Logging.
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j Melakukan pengujian dari smartphone yang terhubung
wireless :
a. Login user hotspot.
b.  Blocking site.

PENYELESAIAN :

1. Setting alamat IP agar PC/Laptop konek ke ROUTER Mikrotik.

Edit IP settings

Manual

IPv4
@ on

IP address

192.168.88.2

Subnet mask

255.255.255.0

Gateway

Preferred DNS

DNS over HTTPS

Off

Catatan :
Alamat default Router Mikrotik adalah 192.168.88.1

N

Masuk ke tampilan Mikrotik Router melalui WINBOX
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Klik tombol “Connect’.


mailto:nama_kelompok@negeri1petarukan.sch.id
https://www.linux.org/

3. Kalau masih ada pengaturan lama, masuk ke System > Reset
Configuration

Reset Configuration

Ep—— [Femt Gt
- oow |

Mo Defaul. Configuration
["] Do Mot Backup
Run After Reset: | -

Reset Configuration

Do you want to reset all your configuration and reboot ?

© WinBox (64bit) v3.41 (Addresses) - O X
File Tools

Connect To: [08:55:31:75:08:7D | ¥l Keep Password

Login: | [10pen In New Window
Password: | | ¥l Auto Reconnect
Add/Set Connect To RoMON
Managed Meighbors

(7] [ Feresh E—
MAC Address /[P Address | Identity [Version  |Board Uptime -
08:5531:75:087D0  0.0.0.0 MikroTik 6476 (... RBS51Li-ZHnD 00.01:06

Heiice pmace i Everw EoFTumd Blarsl GRETamd VUN VP Bond (TE

4. System > Identity > ketikkan “KJNestar”.

Identity = E
Identity: | KJMNestar 0K

Apply

@ admin@08:55:31:75:D8:7D (KJNestar) - WinBox (64bit) v6.47.6 on RES51Ui-2HnD (mipsbe)
Session  Settings Dashboard

Safe Mode Session:

& Quick Set
. CAPsMAN

5. IP > Addresses > ketikkan pada ether1
Sesuaikan dengan alamat IP ISP (Gateway), misal
192.168.14.2/25
Untuk mempermudah, bisa menggunakan DHCP Client, jadi tidak
perlu melakukan konfigurasi alamat static seperti di bawah.

Network: [192.168.14.0 | a —
Intedface: |etheri-ISP [E3|

enabled |

Network: | 192.168.100.0 | a —
Interface: |etherZ || ¥ |

Address: | 192.168.100.1/25 | oK

Address: [192.168.10.1/24 | oK

Network: | 192.168.10.0 |~ =

Interface: |stherd =]

IP > Adresses > ADD (+) > ketikkan “192.168.200.1/24” (wlan1)

Address <152.168.2

Address: [192.168.200.1/24 | oK

Network: [192.168.200.0 s
Interface:
g

Catatan : berwarna merah karena belum aktif, untuk
mengaktifkannya masuk ke “interfaces”, klik wlan1 terus klik tanda
centang.

™ Interfaces
2 Wircless
3% Bidge
=z PFP
T Swich
°[2 Mesh
g I'| Inteface ‘ Inteface List Ethemet EolP Tunnel IP Tunnel GRETumnel VLAN VRRP Bondng LTE

MPLS r

+- v Detect Intemet

Sreng I ]

5 . [Name 7 [Type |Actual MTU [L2MTU [T [Rx

= R @ etherl Ethemet 500 1598 Obps
& Gueues R 4 ether2 Ethemet 1500 1598 Obps
B Fies R etherd Ethemet 1500 1588 784 kbps

Lo 4 etherd Ethemet 1500 1598 Obps

o @ ether5 Ethemet 1500 1598 Obps

&7 RADILS e BT WWirSless (heros ARS . 1500 1800 o Obes
% Tonle 3

Sehingga tampilannya seperti berikut :

Address List

(=] 7)) =] [¥] Fna

|Mdress & |Ne‘twark |Irrte-rface ||"
= 10.10.10.2730  10.10.10.0 etherl
= 1921681001, 1921681000  ether2
= 192168.200.1... 1521682000 w7




9. Setting alamat (internet gateway) New NAT Rule
a. Setting DNS

PR —
155 .
bl " Accountng et T+ |
MPLS ' Addresses Apply
7 Routin ¥ [ Log
g Cloud Lo Prefc | |
5 g Frefix: hi Disable
System " DHCP Client | Dssbe |
B Queues DHCP Relay To Ports: | |- Comment
B Fies DHCP Server
Reset Courters
Servers: [8.8.8.8 | S oK Reset Al Counters
(3344 - Cancel
Dynamic Servers: | |
N | c. IP>Routes (setting Gateway)
e Uo EMVer: i
_Static
[] Verfy DoH Certificate _ [=] B3
[ e | p—— Do |
Dst. Address: [0.0.0.0/0 | Cancel
Max UDF Packet Size: |4DBS | Gateway: |192.168.14.1 =] [ & Ppply
Query Server Timeout: |2.000 s Greck Ga‘iway'l = }l jl [ Duabe |
ype: [unics - -
Query Total Timeout: [10.000 s E— | CC sl
ance: e opy
Max. Concument Gueries: | 100 | . j‘me: :?3 : Eemovs
arget Scope:
Max. Concument TCP Sessions: |20 | Routing Mark: | g
Pref. Source: | |-
Cache Size: [2048 | kiB
Cache Max TTL: [7d 00:00:00 |
Cache Used: [25 KB | E

Route List
b. IP > Firewall > tab NAT (setting firewall NAT) Fases | Nethos Ruies| VE
chain : srcnat =] ] E
Interf; : ether1 AS [;guﬁgr;j; - ?;?3141 chable ether] ‘HM%MIMU%
OUt n e ace . ether DAC P 192.168.10.0/... ether3read1.arbelz e 0 192.168.10.1 1
tab action : masquerade B} e S 13
Dc P 192.168.200.0... wlan1 unreachable 255 152.168.200.1

Mew NAT Rule

Genersl | Advanced B Acton . | o ,, N
d. New terminal > ketikkan “ping 8.8.8.8” (cek koneksi internet
Chain: |srcnat =] dari Router ke Internet)
Src. Address: | |- | Bpply |
Dst. Address: | | = - Teminal <1
Disable MikroTik Router0S €.47.6 (c) 1889-2020 http://www.mikrotik. com/
F‘mtacal: | | hd [2] Gives the list of available commands
COITIITIEﬂ't command [?] Gives help ontr.he command and list of arguments
Src. Port: | | =
Cop"_." [Tak] Completes the command/word. If the input is ambiguous,
Dst. Part: | | - a second [Tab] gives possible opticns
! Move up to bkase level —
AI'I}'. Port: | | b . Move up one level
/command Use command at the base level
In. Interface: | | - Reset Counters [admin@KJNestar] > ping 8.8.8.8
SEQ HOST SIZE TTL TIME STATUS
Out. Interface: [ | |EliEa IE‘ - Reset All Counters : P
2 56 58 22ms
3 56 58 22ms
In. Interface List: | | - 4 56 58 24ms
5 56 58 22ms
Out. Interface List: | | - e ) ) 56 58 20ma
sent=7 received=7 packet-loss=0% min-rtt=22ms avg-rtt=22ms max-rtt=24ms
Packet Mark: | | - [admin@KIN=sTar] > z
Connection Mark: | | =
Routing Mark: | |~ 10. Masuk ke Laptop Client (ether3), berkan alamat IP, misal
Routing Table: | |- 192.168.10.2 (saya melakukan remote dari ether3)
Connection Type: | | -

enabled |




IP address

192.168.10.2

Subnet mask

255.255.255.0

Gatewsy

192.168.10.1

Preferred DNS
8.8.8.8
DMS over HTTPS

Off

Alternative DNS

8.8.44

Cek koneksi internet dari Laptop (ether3) :

Command Prompt

Microsoft Windows [Version 10.0.22621.u40837]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\Isman Gumanti>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from B.8.8.8: bytes=32 time=23ms TTL=57
Reply from 8.8.8.8: bytes=32 time=23ms TTL=57
Reply from 8.8.8.8: bytes=32 time=25ms TTL=57
Reply from 8.8.8.8: bytes=32 time=27ms TTL=57

Ping statistics for 8.8.8.8:

Packets: Sent = U, Received = U, Lost = ® (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 23ms, Maximum = 27ms, Average = 2ims

C:\Users\Isman Gumanti>ping google.com

Pinging forcesafesearch.google.com [216.239.38.120] with 32 bytes of data:
Reply from 216.239.38.120: bytes=32 time=25ms TTL=115
Reply from 216.239.38.12 =22ms TTL=115
Reply from 216.232.38.12 =2Ums TTL=115
Reply from 216.239.38.120: bytes=32 time=24ms TTL=115

Ping statistics for 216.239.38.120:

Packets: Sent = U, Received = U, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 22ms, Maximum = 25ms, Average = 23ms

MEMBUAT WEB PROXY
11. IP > Web Proxy (membuat Web Proxy)

General | Frim || Lo e | (mn | B
Src. Address: | ¥ | Apply |
Port: 8080 | 2
[ Anorymous
Reset HTML
Parent Proxy: -
o | '
Parent Praxy Port: | | -
Cache
Cache Administrator: |)'1_|dipram@3rnkn1pe‘tan.|kan.5d1| -
Max. Cache Size: [unlimited | # | Kig
Max Cache Object Size: | 2048 | KiB

Cache Contents
Cache On Disk

12. IP > Firewall ( membuat rule baru untuk Web Proxy )
chain : dstnat
protocol : tep
dst port : 80

GEﬂE’E\‘Mvm Extra  Action ..

T SO | Cancel |
Src. Address: hd Ppply
[#][=] [][z] iy .
# |  [Adtion [Chain [sre Disable In. Inter
0 =
[] 4l mas... srcnat Protocal: [ |6 fop) [#] « ’ml
Src. Port A Copy
Dt Pt N
P
T
e — Y
N
Out eface st [ |~
PacketMarc [ |~
ComectonMark. [~
RotingMark [~ —
1item
Foung Tk |+
Comectonpe v

enabled [

Pilih tab “Action” :
- Action : redirect
- To Ports : 8080

 MAT Rule

Advanced FExtra Action | Statistics ...
Action: |redirect =]
[ Log Apply
Log Prefix: | |~ Disable
To Parts: |8080) | Comment

Copy
Remove

Reset Counters

Reset All Counters

Fiter Rules NAT‘Mage Raw  Senice Pots | Connections | Address Lists  Layer? Protocols

#=] == G Reset Courters || €0 Reset Al Courters

# | [Adion [Chain |Sre. Address |Dst. Address |Proto...|Sre. Fort |t Port |in. Inter..[Out. Int._.[in. Inter...[Out. Int... [ Sre. Ad__.|Det. Ad... | Bytes Fackets || ¥|
0 mas.. srenat athert TZIKB 1656
1 Ul redr... detnat Elep) £ 0B 0

PENGALAMATAN [P DHCP ( ether2)
13. IP > DHCP Server > pilih “DHCP Setup”
(jar lokal DHCP pool 99 client untuk jalur kabel, ether2 )

DHCP|Networks Leases Options Option Sets  Vendor Classes  Alerts

[#][=] [«][] | DHCP Cortig || DHCP Setup |

| Name 4 | Interface | Relay | Lease Time

|Address Pool  [Add AR...|

DHCP Setup
Select interface to run DHCF server on
DHCP Server Interiace: (7N + |




DHCP Setup

Select network for DHCP addresses

DHCF Address Space: |jEXRERRINIRITES

| Back || Nedt | | Cancel |

Setup
Select gateway for given network

Gateway for DHCP Metwork: [iEXAREHRINN

| Back || Next | | Cancel |

DHCP Setup

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: |.100.2-192.168.100.100( |

| Back || Next | | Cancel |

DHCP Setup

Select DNS servers

DNS Servers: |8.8.8.8 -
[3.8.44 v

| Back || Next | | Cancel |

DHCP Setup

Lease Time: | 00:10:00) |

| Back || Next | | Cancel |

DHCP Server
DHCP | Metworks Leases Options Option Sets  Vendor Classes = Alerts
[#][=] [~][:2] [7] | oHcP Config || DHCP Setup |
|Name 2 |Ir|terface |Relay |Lease Time |Mdress Pool  |Add AR
dhepl ether? 00:10:00 dhep_poold no

DHCP Setup

Setup has completed successfully

PENGALAMATAN IP DHCP ( wlan1)
14. IP > DHCP Server > pilih “DHCP Setup”

(jar lokal DHCP pool 99 client untuk wireless di wlan1)

Caranya SDA

DHCP Server

DHCP

EE @ | DHCP Config |  DHCF Setup |

Metworks Leases Options Option Sets = Vendor Classes = Alerts.

|Name ’ |Ir|lerface |He|ay |Lease Time

Address Pool  |Add AR..

.....ghep1 ether2

DHCP Setup
Select interface to un DHCF server on

DHCP Server Interface:

| Back || Met | | Cancel |

DHCF Setup

Select netwaork for DHCP addresses

DHCP Setup

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: |.200.2-192.168.200.100 | &

| Back || Next | | Cancel |

DHCP Setup

Lease Time: (UL |

| Back || Next | | Cancel |

DHCP Server

DHCP | Networks leases Options Option Sets  Vendor Classes = Mlerts

F]= ] 7] [orr e | ovrsae

|Name e |Interface |Re¢ay ‘Lease Time Address Pool  |Add AR...
dhepl ether2 00:10:00 dhep_poold no
| dhcp2 wian] 00:10:00 dhep_pooll no

00:10:00 dhep pooll  no



15. IP > Pool (untuk mengecek), harusnya tampilan seperti berikut :

IP Pool =l E
Pools | Used Addresses

+|[=] [=][7]

Name ! |Mdresse5 |Next Poal

= dhcp_pooll 152.168.100.2-152.168.100.100 none

= dhop_pool1 152.168.200.2-152.168.200.100 none
SETTING SNTP CLIENT

16. System > SNTP Client > diisikan “0.id.pool.ntp.org” dan
“1.id.pool.ntp.org” > Apply

SNTF Client

Enabled OK
Mode: |broadcast | Cancel

i

Primary NTP Server: |D.id.pcol.rrtp.crg |

Apply

Secondary NTP Server: |1.id.pool.rrtp.org |
Server DNS Names: | [

Dynamic Servers: | |

Pall Interval: [0

Active Server: |

|
|
Last Update From: | |
|
|

Last Update: |
Last Adjustment: |

Last Bad Packet From: | |
Last Bad Packet: | |
Last Bad Packet Reason: | |

) i 192158103 €t - Wb 5] 15 o RESSTLS-240 ) - 8 x
[ — -
o] | s | Sesmn (RO e A7t T 12253

P
2 camn
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Z Ve

SETTING FIREWALL (ether2)
17. IP > Firewall (ether2)

Mew Firewall Rule

General | Advanced Extra  Action Statistics
o g
Src. Address: [ | [8.100.2-192.168.100.5| & | Apply |
Dst. Address: [ | |192.168.100.1 -
Dizable
Prowoct L ol [+1»
Src. Port: -
re. Port: | | —
Dst. Port: | | =
Any. Port: | | =
In. Interface: | | -
Out. Interface: | | - Reset All Counters
In. Interface List: | | -

New Firewall Rule

= E3
General Advanced Bxtra Action | Statistics
Acion:

Tiog

Log Prefix: | |~ Disable

Fitter Rules | MAT Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols

10 Reset Counters || (0 Reset All Counters ‘

[#][=] (][] [=] [v]

[#] [Adion [Chan [Src. Address [Dst. Address [Proto...[Src. Pot  [Dst. Port  [In. Inter...|Out. Int...|
[0 dop_inpa 19216810 192.168.10.. 1 fc...

SETTING FIREWALL (wlan1)
18. IP > Firewall (wlan1)

Mew Firewall Rule

General | Advanced BExtra  Action = Statistics
T 5
Src. Adress: [ ] [100.51-192.168.100.1( & | | Apply |
Dst. Address: [ | {192.168.200.1 -
Disable
L —
o -
Dst. Port: | | =
Any. Port: | | =
In. Interface: | | -
Out. Interfacs: | | » Reset Al Counters
In. Interface List: | | -
Out. Interface List: | | -

Mew Firewall Rule

=]
General Advanced Extra  Action ‘Statid‘.ics
.
[ Log Apply
Log Prefix: | | = Disable

Comment
Copy
Remove

Reset Counters

e

Reset All Counters

Firewall

Fiter Rules | MAT Mangle Raw Service Pots Connections = Address Lists  Layer7 Protocols

[#]=] [“]] [=] [7]

# | |Action |Chain |Src.Mdress |D5t.Mdress |Protoco| |Src. Port |D5t. Port
........ 0. $dop input 182.168.10... 192.168.10... 1 ficmp)
1 8 drop  input 152.168.10... 192.168.20... 1 ficmp)

(0 Reset Counters || (0 Reset All Counters |

19. System > Logging

Nies Ao
£ 4
fiisrom __ @0O| =
: Name aton’ C o)
F Tioe o s Corcel
E Fie Nome  faoh tHog '«E

L Por Fle 2000 Cooy

Fie Court 2
P ve
Qoo on A




SETTING WIRELESS
20. Wireless > Klik wlan1
Mode : ap bridge
SSID : yudipram@cobaProxy

General  Wicless ‘ HT WDS Nereme NV2 Status Taffic oK
ot T ||
Band @Hz'ﬂ/ﬁ [=] Aooly
Channel Wicth: [20MHz I3
Frequency: [2412 [#]mHz
= -
WiFi Interfaces ‘wma Station | Netreme Dual | Aq =
Security Profile: |default =] Advanced Mode
- cap |[ wesd
[=][] .lz' E . WPS Mode: [push buton I3} Torch
Name " TType
Wwiani Wireless (Atheros m" Frequency Mode: |regulatory-domain =] WPS Acoept
Country: indonesia I3} WPS Clert
Instalat s
i | 5] Setup Repeater

Defauk AP T Limit: ¥ bps
L ———

Scan

Freq. Lsage
¥ Defout Authenficate:
Hign
Defauit Forward
B2
[ Hde SSID
Snooper.

<
1 ftem out of 6 (1 selectad)

SETTING HOTSPOT DENGAN RADIUS
Mengecek User Manager
21. S stem > Package

:‘ Check For Updates | | Enable || Disable | | Uninstall || Unschedule | Downarade | | Check Installation _

[Name # |Version | Build Time |Scheduled
W routeros mipsbe 54517 Aug/07/2024 114714
W advancedtools 64917 Aug/07/2024 11:47:14
W dhep 54917 Aug/07/2024 114714
W hatspot 54917 Aug/07/2024 114714
X ipv6 649.17 Aug/07/2024 11:47-14
o mels 54917 Aug/07/2024 114714
W 64917 Aug/07/2024 11:47:14
W routing 54917 Aug/07/2024 114714
W securty 64917 Aug/07/2024 11:47:14
W system 54917 Aug/07/2024 114714
W wireless 64917 Aug/07/2024 1147:14
% usermanager 54317 Aug/07/2024 1147:14

12items (1 selected)

Jika belum ada, tambahkan User Manager ke Package List

22. File > klik Upload > cari file User Manager (harus setype versinya)
Jika tidak ada bisa download di mikrotik.com

23. System > Reboot

Konfigurasi Hotspot
24. |P > Hotspot > Hotspot Setup

SEWEfS|Se-va-Pmﬁes Users  User Profiles  Active Hosts  IP Bindings  Service Ports ~ Walled Garden

+

|Name e ‘Intefface |Address Poal |Froﬁ|e ‘Mdresses -

Hotspot Setup

HotSpot Interface: [T + |

| Back || Meact | | Cancel |

Masquerade Netwark

| Back || Next | | Cancel |

Hotspot Setup

| Back || Next | | Cancel |

Hotspot Setup

Select hotspot S5L cerificate
Seec Coticate: (S =

| Back || Next | | Cancel |

Hotzpot Setup
Select SMTF server

IP Address of SMTP Server: |[EXEKIRY]

| Back || Next | | Cancel |

Hotspot Setup

DNS Servers: |8.8.8.8 =
8844 =

| Back || Next | | Cancel |

Hotspot Setup

DMS name of local hotspot server

DMS Mame: |www.smkn1pe‘tamkan.sd1.id| |

| Back || Next | | Cancel |




25.

Mame of Local HotSpot User: |admir1 |
*Pram200772# |

Password for the User:

| Back || Next | | Cancel |

Hatspat

SEWEfS|Saverﬁes Users  User Profiles  Active Hosts  IP Bindings = Service Ports = Walled Garden

[#e][=] [2][32] [ [ mese oL || Hotspt seup |

|Name 7 [Interface |Address Paol | Profile | Addresses ...
@ hotspot1 wiani dhep_pooll  hsprof1 2
Hotspot Setup

Setup has completed successfully

Catatan :
Kotak dialog yang muncul yang lain biarkan secara defaultnya.

Tab Server Profiles > Klik 2x > Pilih tab Radius

Server Profile <hsprof1>

Servers  Server Profiles ‘ Users | User Profles | | General Logn RADIUS ‘ oK

+ = O —— Cance
[Name  |DNS Name  [HTML Direct| Default Domain: | |- =

* @ defauit hotspot
© hsprof1 wow smknTp.__ hotspot Location ID =

-
Location Name -
¥

MAC Format: [XOGOGKOGRK XX Il

Accourting
mempdae: [~
NAS Port Type: |19 (wireless-802.11) =]

2items (1 selected)

=ms [

Klik RADIUS

B Queues
B3 Files
Log
a7 RADIUS
2. Tools [
B New Temninal
@ Dot1X
B= MetaROUTER

MNew RADIUS Server

hotspet [ | wireless
[Ndhep [ ipsec
[ dot 1=

Called ID: | | -

Domain: | | -
Address: [127.0.0.1 |
Protocol: [udp [#]

Muthentication Port: [1812 |
Accourting Port: [1813 |
Timeout: [300 | ms

[] Accounting Backup

II
=

Cancel

g
=

Disable

Comment

Remove

Reset Status

&
2

Realm: | | -
Certificate: |nor|e || 3|
Src. Address: [0.0.0.0 |
|enabled
RADIUS
=1 o] |
# ‘ ‘Sendice |Ca|\ed ID ‘Domain |Mdress |F‘mtoco\ |5ecret ‘Cemﬁcale
.0 hotspat 127001 L S —
26. Masuk ke User Manager
~ 9 User Manager X +

&« > G M A\ Mot secure

192.168.200.1/userman

MikroTik

Milorotik User Manapger

Login | admin

Pazsword |

| Log in

b @ Mikrotik User Manager: Routers X arF

& > O m A Notsecure  192,168.200.1/userman
MikroTik |IEZEED

Mikrotik User Manager MNew

[ Rowers | ¥ Name




Router details |?| v &Y Mikrotik User Manager: Brofiles X +
w Main &« > @ M A\ Not secure  192,168.200.1/userman
MName: |1,rudipram |
Owner: admin MikroTike | | profiles | Limitations
Mikratik User M;
IP address: |‘12Tr'.[].[].1 | e Profile: [ujian v]+]
Shared secret: [*Pram2007724 | Routers Name: |ujian |
Time zone: | Parent time zone V| Users Name for users: | i |
Disabled: [] Sessions ST R |
[[] Authorization success Customers Validity:
A _ Starts: | At first logon v |
[w] Authorization failure Logs .
Log events: . Price: |1 |
[] Accounting success
[ | Accounting failure J Shared users: |not used V|
~ Radi . . 9 Profiles | Save profile I Remove profile |
adius incomming Seftings Unlimited profile
T —
0 A sessions
0 A users
Advanced search
Maintenance
Logout
Klik “ Add new limitation “
v @ Mikiotik User Manager Routers X
€ »a A Notsecure  192.168.200.1/userman r
ik T | Profile part |£|
—_— (] |7 Hame 7 1P address | 7 Shared secret
— [ O ludiprom 127.0.0.1 [pramaco7722 )
Soon ] | A Period
== Days:[w| Sunday
— Monday
ey Tuesday
e Wednesday
r— Thursday
— Friday
Saturday
Time{ 7:00:00 H16:00:00 |
) & |imits
27. Membuat Profile
Mew lmit | Cancel | Add |
Klik “Profile”
v (5] Mikrotik User Manager: Profiles X ar
€ 5 €@ @  ANotsecure 192.168.200.1/userman Klik “Add
MikroTsk Profiles | Limitations Klik “ Save profile .
Mikrotik Uiser Manapger
Profile:
— MEMBUAT USERS
Sessions Create profile (%] 28. Users > Add > Batch
Customers
Name{ujian] |
Logs v Y Mikrotik User Manager: Users %X +
Payments
Profiles
; € 2> C @ A Notsecure 192.168.200.1/userman
Settings
Reports .
Py P MikroTsk Add Edit Generate
= Mikratik User Manapger
users
Aad d h
Maintenance
Logout Users




User details

@ File  C:fUsers/Isman%20Gumanti/Downloads/Vouchers.html b+ g

Prepaid time: Unlimited

Logm: nestarnthlel

After attempting to open a web paze, vou should enter this lozin information

Login nestarntbke?  (login nama that you enter 3t the HotSpot login paze)

Password  [zhuSr (password that yom enter at the HotSpot login pags)

If vou want to extend tima, pleaze contact recephion

Prepaid tize: Unlimited

Login:

nestartjblvz

a Main
Owner. admin
Mumber of users: |2'D |
Username prefix: | nestar |
Usemame length: | 6 v
Pwd same as login: [
Password length: | 6 v
w Constraints
w Wireless
w Private information
Assign profile: | ujian (1.00) V|

v @ Mikrotik User Manager: Users X =+

&~ > ¢ M A Notsecure  192.168.200.1/userman

MikroTrk Add  Edit Generate
Mikrotik User Manager

T 7 Username 7 Till time

= nestarntbke2 INot set

— nestartjphvz INot set

—— nestarsf6ag4 INot set

nestarekukpv INot set

Logs nestar34ntgy Mot set

e LS nestargwuijfp INot set

Profiles nestarxféb3y INot set

Settings nestaraw2eSw INot set

Reporls nestartk8fc3 INot set

0 A sessions nestarqug4du INot set

r— nestaryhg5de Mot set

e nestarbeb377 INot set

nestarergvt3 INot set

= nestarsdawh6x INot set

nestareqv247 INot set

nestar6c4pde INot set

nestar57d7is INot set

nestar3x7whd INot set

nestarpb78yk Mot set

nestarpSbpga INot set

Generate > Vouchers

hd 9 Mikrotik User Manager: Users X +

&« > G M A Notsecure 192.168.200.1/userman

MikroTsk

Mikrotik User Manager

Add Edit Generate
CSV File

Vouchers

v
= nestarntbke2
— nestartjbhvz

: Break after: [20 ] -
. [wl Download as file i

Generate

After attempting to open a web page, vou should enter this login information

Login: pestartjblve (legin name that you enter at the HotSpet login page)
Password:  jnzz25 (password that you enter at the HotSpot login page)

If you want to axtend time, please contact reception
Prepaid time: Unlimited
Login: nectarsffagd

Aftar attampting to open a web pags, vou should snter this login infarmation

Login: nestarsffagd  (login name that you enter 2t the HotSpot login page)
Pessword:  pb3ngu (password that you enter 2t the HotSpot login page)

If you want to extend time, please contact reception
Prepaid time: Unlimited
Login- nestarekukpr
After attempting to open 2 web page. vou should enter this login information

Login: nestarekukpr  (loginname that you enter 3t the HotSpot login pags)

Password:  ajbeyT (password that you snter at the HotSpot login pags)

Membuat Firewall yang Memblokir
Memblokir www.linux.org
29. IP > Firewall > Layer 7 Protocols > ADD (+)

Ketikkan : -"+(www.linux.org).*$

Fiter Rules  NAT Mangle Raw = Service Ports  Connections = Address Lists  Layer7 Protocols

[#]=]

Name

Name: [linux | OK

R
=
"+ linue.org). "% a
v

0 items
Firewall

Fiter Rules MNAT Mangle Raw Service Pots Connections  Address Lists LEYEV7PF°1°C°|5|

[#]=] [l [v]

Name e | Regexp |

@ linux i finux.org). "8

30. IP > Firewall > Filter Rules > ADD (+)

all Rule

General | Advanced FEdra Action Statistics
—— 3
Src. Address: [ | [192.168.200.0/24 - | Apply |
Dst. Address: | | -
. I~
o ¥
o N
Any. Port: | | - Emave
. nerface: | v
Out. Interface: | | = Reset All Counters
In. Interface List: | | -



http://www.linux.org).*$/

MNew Firewall Rule MNew Firewall Rule

General Advanced ‘ Estra Action Statistics General Advanced BEdra Action |Statistics

S Addesslist: [ | v [+ Cancel Action: (I + | Cancel
Dst. AddressList:| | = ply [log Forly
Layer? Pratocal: [] E‘ - Disable Log Prefix: | | = Disable

S |:| . Comment Comment
Connection Bytes: I:l b Copy =
Connection Rate: I:l 7 Remove

Per Connection Classifier: I:l 7 . memblokir .mkv

Src. MAC Address: |:| =

Out BidgePot:[ |~

o
S

I

Reset All Counters

Mew Firewall Rule

] General | Advanced FExra Action  Statistics
Y —
Chain:
Src. Address: | | - | Apply |
Mew Firewall Rule Dst. Address: | | -

Disable

Protocal: [ Lﬂﬂ - Comment

Statistics

General Advanced BEdra Action

Action: [EET I  + | Cancel Zer| |~ Co

e

Dst. Port: -
— = | | Remove
Log Prefix: | - \L‘ Any. Port: | -
| _sa : In_ Interfacs: | - Reset Courters
W Out. Interface: | | - Reset Al Counters

Copy

Remove

New Firewall Rule

General  Advanced | Extra Action = Statistics

Memblokir .mp3 dan .mkv e bt 8
. ist: -
Memblokir .mp3 re. Address List = ane
31. IP > Firewall > ADD (+) > Tab File Rules Dt Addresslst: | |~
Chain : forward
Protocol : TCP Disable
Contet- -
New Firewall Rule =] .
R e Sy o ConnectionBtes:[ |+
(=] [v] %] [@] [T] [0 Reset Courters Chin fornard B Cancel TrrroerrT B I:l -
# Action | Chain Src. Address Src. Address: - Apply
1D  #jump forward i i -
iB =::m; o Dt Add —— Per Connection Classifier - Reset Counters
4D aium'; h:mpul Protocol: [ [E®  |[3]« Comment Src. MAC Address: I:l -
5D @ acc.. heinput N R c Reset All Counters
60 @ acc.. heinput O oPY
70 ::;2; hanpu . Pt o Remove COut. Bridge Port: hd
9D $Mreject hsunauth Reset Counters
100 $reect hsunauthio In. Interface ~
: place hotspot rules here Ot Inteface: [ | w | | Peset Al Countens
10X pas... |unused-s...
12 $dop input 192.168.100.2-192.. nntefacelst: [ |¥ )
R N e ndiale dos
. S — General Advanced Edra Action | Statistics
15 kems (1 sslected) Commection Mark: [ | ¥ __

Action: [EE S + | Cancel

New Firewall Rule [ Log

&
=

General M"aﬂced|E:¢ra Action  Statistics

Src. Address List: I:I v |+ Cancel

Log Prefix: | | > Disable

|
I H
-

Comment

Dst. Address List: hd Apply Copy
Layer7 Protocol: i Disable

Content: [ | [mp3] | a Comment

Connection Bytes: :l - Copy Reset All Counters
Connection Rate: - e

Per Connection Classffier: hd Reset Counters

Src. MAC Address: I:l -

Ou BidgePot:[ v

I

Remove

Reset Counters

I
il

Reset All Counters




32.

33.

Firewall
F“tEVRU|Eﬁ|NAT Mangle Raw Service Pots Connections  Address Lists  Layer7 Protocols

IEE .E @ . ‘(QRese'lCnumem H(ﬂRese‘lNlCoumers| [Fnd ] ¥

|Action [Chain |Src. Address. |Dst. Address |Protocol |Src. Pot  [Dst. Part  [In. I !
2 D @jump input -
3D  $dop input & ftcp) 6487264,
4D @jump hsdinput —
5D « acc.. hsinput 17 fudp) 64372
6D @ acc.. hsinput 6 ftcp) 6487264,
7D  @jump hsdnput

8D #reject hs-unauth 6 ftcp)
90  #reject hs-unauth
10D  #8reject hsunauthto

.:; place hotspot rules here

11X pas... unuseds...
12 #8 drop  input 152.168.100.2-192... 192.168.10... 1 ficmp)
13 #8 drop  input 192.168.100.51-19... 192.168.20... 1 ficmp)
(DN A
15 ® drop  forward 6 ftep) ]
16 #8 drop  forward & itep) e
Ll [ [+

17 items (1 selected)

Penguijian :
a. Dari PC Client ( DHCP ) ke Gateway (Router)

¥ Command Prompt

ficrosoft Windows [Version 10.0.19045.4651]
|(c) Microsoft Corporation. All rights reserved.

:\Users\Codingpe>ipconfig

indows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . : fe80::ef3e:9d9c:3b7f:fd3%7
IPv4 Address : 192.168.100.20

Subnet Mask : 255.255.255.0

Default Gateway : 192.168.100.1

:\Users\Codingpe>ping 192.168.160.1

Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.100.1:
Packets: Sent = 4, Received = @, Lost = 4 (1680% loss),

b.  Koneksiinternet
Blocking ping dari client

Logging

oo

Melakukan penguijian dari Smartphone yang terhubung wireless :
a. Login user hotspot

b.  Blocking site

c.  Blocking file

d. Blocking akses internet pada waktu yang telah ditentukan.

Setelah mempraktikkan lembar kerja di atas, jawablah
pertanyaan-pertanyaan berikut ini !

1.

o w

Jelaskan apa yang anda ketahui tentang IP Address, DNS,
Gateway, Firewall NAT dan NTP Server !

Apa perbedaan antara DHCP Client dan DHCP Server ?
Apa yang dimaksud dengan LAN dan WLAN ?

Jelaskan apa yang dimaksud dengan Web Proxy ?

Apa manfaat penggunaan User Manager di Router Mikrotik ?




